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just redemptive outcomes ®



1. Overview of the Privacy Act
a. Does the Privacy Act 1988 (Cth) apply to churches?

2. Church Data
a. Common types of data
b. Internal and external access to church databases
c. Overseas databases

3. Retaining sign-in records and personal information
a. COVID-19 sign-in records
b. Long term retention of personal information

i. Suspicions of child abuse
ii. Evidence for judicial proceedings

4. Managing Data Storage Compliance
a. Compliance with APPs for all APP entities
b. Mitigating liability and ris

5. Practical considerations for churches
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Overview



The example organisation:

■ Operates a church, which runs:
– Weekly Sunday services; 
– A Sunday School, youth and / or children’s ministry;
– Care-arm ministries (which may be either part of a church’s legal entity, or separately incorporated, but 

part of the same “group”), which provides relief towards the vulnerable and / or counselling. Examples 
of vulnerable can include the destitute, persons living with physical and mental illnesses, refugees, 
persons fleeing domestic violence. 

■ Principally Australia-based, but supports overseas mission. Examples of overseas mission include traditional 
evangelism and benevolent activities such as funding the development of hospitals, sewerage, orphanages and 
schools, or the rescue of children from slavery or sex-trafficking.

■ Is registered under as a charity under Australian Charities and Not-For-Profits Commission Act 2012 (Cth).
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The “Good Steward”
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The “Prowling Lion”

■ Source: the Australian Cyber Security Centre’s Annual Cyber Threat Report, July 2019 to June 2020. 

■ Case Studies described in the report include ransomware attacks and financial fraud. 



■ No tort of privacy in Australia.

■ The Commonwealth Privacy Act 1988 (Cth) (“the Privacy Act”) is the primary piece of 
legislation which governs private organisations’ privacy law obligations.

■ ‘Organisations’ and ‘agencies’ bound by this Act, are defined as ‘APP entities’; s 6

■ Any APP entity captured by this criteria must adhere to the 13 Australian Privacy Principles (the
APPs) listed in schedule 1 of the Act. These APPs form the foundation of privacy policies adopted 
by any and all APP entities.
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1. Overview of the Privacy Act

a. Privacy Act 1988 (Cth)



■ Under s 6D(3) - (4), an organisation is an APP entity, and is therefore bound by the Privacy Act, in 
the context of the “Good Steward” general example:

– It has an annual turnover exceeding $3,000,000 per financial year; or
– It provides a health service to any individual and holds any health information (which may 

include a counselling service if it carries out an activity which assess, maintains or improves 
psychological health s 6FB); or

– It is related to another body corporate (in other words, is a controller or subsidiary of another 
entity) with an annual turnover exceeding $3,000,000 per financial year, s 6D(9).
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1. Overview of the Privacy Act

Does the Privacy Act Apply?



■ Best practice: Abide by the Privacy Act’s Australian Privacy Principles.

■ A church, as a registered ACNC charity is also bound by ACNC Governance Standard 6, “Maintaining and 
enhancing public trust and confidence in the Australian not-for-profit sector”.

■ The principles may be adopted by:
1. Abiding by the APPs in its policies, practices and procedures of the organisation.
2. Opting-in to the PA by written submission to the Office of the Australian Information Commissioner (the 

OAIC); s 6EA 
 When the OAIC approves submissions to be bound by the PA, it will list the organisation on the public ‘Opt-in 

Register’ as required by s 6EA(3).
 An organisation may opt-out of the register and any obligations it imposes at any time by written submission to 

the OAIC. However, an organisation will remain subject to any complaints or investigations that may have 
arisen when it was opted-in to the scheme. The OAIC may also retain a list of organisations which have revoked 
their decision to opt-in to the scheme and make the information available, if requested. 

 Opting-in under s 6EA will mean that that the “force” of the obligations under the Privacy Act will 
apply to the organisation, including the penalties and obligations under the Notifiable Data Breach 
Scheme. 
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1. Overview of the Privacy Scheme

Should a church comply with the Privacy Act?



■ The Privacy Act governs how certain organisations collect, store, use, disclose and maintain 
personal and sensitive information. 

■ “Use”: An APP entity “uses” information where it handles or undertakes an activity with the 
information, within the entity’s effective control. This includes internal use and disclosure 
between individual employees or volunteers within the Church. 
o Example: Your employed “Connections Pastor” passes on information about a church-

goer contained within your church database to a volunteer life-group leader.

■ “Disclose”: An APP entity “discloses” information where it makes it accessible to others 
outside the entity and releases the subsequent handling of the information from its effective 
control.
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1. Overview of the Privacy Scheme

a. Privacy Act 1988 (Cth)



■ Categories of information:
1. “Personal”: ‘information or an opinion about an identified individual, or an individual who is reasonably 

identifiable’: s6

• Information concerning an identifiable individual is personal information irrespective of whether 
(a) the information or opinion is true or not or (b) whether the information or opinion is recorded in 
material form or not: s6(a),(b). 

2. “Sensitive” (exhaustively defined): includes ‘ health information or opinions about an individual’s; racial 
or ethnic origin, political opinions, religious beliefs, philosophical beliefs, sexual orientation or practices or 
criminal records, among other factors’. s6

3. “Health”: includes ‘information or opinions about; the health, including an illness, disability or injury, at 
any time, of an individual, a health service provided to an individual… and any other personal information 
collected to provide, or in providing a health service to an individual’. s6FA, and can include psychological 
health s6FB.

4. Employee records are exempt, s7B(3).
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1. Overview of the Privacy Scheme

a. Privacy Act 1988 (Cth)



■ For the purposes of this presentation, a ‘database’ is any collection of personal information whether in 
electronic or physical form which is stored, used or disclosed by a church for its operational purposes.

■ Such forms of databases may include:
– Information collected on computers, or servers, or the cloud used by the church, including email 

servers and email exchanges between church employees or volunteers;
– Information contained in a pastors’ written notes, or the files of the chaplain or counsellor;
– Photographic material stored by the church;
– Member registers, or records of church attendees which contain addresses, telephone numbers and 

emails; or
– Financial information kept by the church accounts team (i.e. credit card details in your “giving slips”).
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2. Church Data
a. Common types of data



■ Starting position: all databases which contain personal or sensitive information about an identifiable individual 
could contain information could potentially harm the individual, should the information be  wrongly used or 
disclosed. 

– Examples: The residential address of a victim of domestic violence; or the full name and religious beliefs of a 
Christ-follower, on a high-risk overseas mission. 

■ Starting obligations:
– An APP entity (“you”, for the purposes of this slide) must not collect personal information unless it is 

reasonably necessary or directly related to its function or activities, APP 3.
– If that information is sensitive, such as health information, or religious views or sexual orientation, you must 

obtain consent to the collection, APP 3.
– At the time of collecting that information, you should let the person know why you are collecting the 

information, APP 5.
– You should only use and give away that information for the reason you said you were collecting it, APP 6.
– If you want to use or give away the information for any other reason, you should obtain consent, APP 6 .
– If you are keeping information you should keep it safe, and do what you can to make sure it is not misused, 

APP 11.1.
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2. Church Data
a. Common types of data



■ On 19 January 2017, the decision of the Full Court of the Federal Court of Australia in the case of Privacy 
Commissioner v Telstra Corporation Ltd [2017] FCAFC 4 considered the meaning of information ‘about an 
individual’.

■ This case (heard on appeal by the Privacy Commissioner from the Administrative Appeals Tribunal) originated 
from a complaint made by journalist Ben Grubb to the Privacy Commissioner that Telstra would not provide 
him access to all ‘metadata’ stored by Telstra concerning Mr Grubb’s mobile service.

■ The Court reasoned (at [63]):
– “even if a single piece of information is not “about an individual” it might be about the individual when 

combined with other information. However, in every case it is necessary to consider whether each item 
of personal information requested, individually or in combination with other items, is about an 
individual.”

■ Arising from the judgment is clarity around the two-step process on assessing whether information is personal 
information:

1. Is the information ‘about an individual’? An individual must be the subject matter of the information; and
2. Can the identity of the individual be reasonably ascertained?

just redemptive outcomes ®

Schools & Education|Not for Profit & Charity|Commercial|Employment & Discrimination|Compensation Law|Family Law|Estate & Elder Law
This presentation is information only not legal advice|© Corney & Lind Lawyers Pty Ltd | Page 12

2. Church Data
a. Case Study



■ APP entities must not use or disclose personal information for purposes other than for which the information 
was collected, unless an exemption applies, APP 6.1

■ A church’s Privacy Policy and guideline for staff who manage or handle personal information could outline, 
the church’s approach to:

– Obtaining and ensuring currency of the consent of relevant individuals to collect, use and disclose their 
personal information for particular purposes (and only for those particular purposes), APP 3;

– Extra precautionary measures for managing sensitive information (including health information, religious 
views and sexual orientation);

– Processes for individuals’ requests for access to their personal information;
■ Note, any request made by an individual for access to their personal information must be responded to by an 

APP entity within a reasonable time period and access must be given if it is reasonable and practicable to do so; 
APP 12.4.

■ Any information which is likely to have an unreasonable impact on the privacy of other individuals must not be 
provided; APP 12.3.
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2. Church Data
b. Internal and External Access to Church Databases



■ Appropriate security measures should be implemented to ensure that church databases are only accessible to 
authorised persons. 

■ In its ordinary operations, a church may wish to grant access to its databases to:
– Its employees or volunteers;
– Other churches or organisations for camps, program or mission purposes;
– Governmental organisations or agencies; 
– Associated entities, such as an associated school.

■ Disclosure of information, particularly if it involves sensitive information, should have the consent of that 
person should be obtained prior to access being granted.
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2. Church Data
b. Internal and External Access to Church Databases



Exemptions to requiring consent for access to databases containing personal information

1. The individual would reasonably expect the use or disclosure for a secondary purpose: APP 6.2(a)
2-Limb test involving a distinction between disclosing or using sensitive and non-sensitive information

1. Sensitive information: Secondary purpose must be directly related to the primary purpose of collection APP 6.2(a)(i).

2. Non-sensitive information: Secondary purpose only needs to be related to the primary purpose: APP 6.2(a)(ii). 

2. Use or disclosure is authorised or required by Australian law: APP 6.2 (b) or enforcement related activities (ERA): APP 6.2 (e)

Any warrant, court order or notice issued by a court may require the disclosure of personal information. Other statutory 

requirements may apply such as mandatory reporting requirements (later discussed). An ERA is defined under the PA (section 

6(1))as an activity for the prevention, detection, investigation, prosecution or punishment of criminal offences. It will generally 

involve disclosing information to police authorities (enforcement bodies). Churches must have a reasonable belief that use or

disclosure is necessary for this purpose.

just redemptive outcomes ®

Schools & Education|Not for Profit & Charity|Commercial|Employment & Discrimination|Compensation Law|Family Law|Estate & Elder Law
This presentation is information only not legal advice|© Corney & Lind Lawyers Pty Ltd | Page 15

2. Church Data
b. Internal and External Access to Church Databases



3. A permitted general situation exists in relation to the use or disclosure: APP 6.2 (c)

Two most common situations arise when:

a. It is unreasonable or impracticable to obtain the consent of an individual to the use or disclosure. 

Considerations – urgency, source of the threat makes it unreasonable or impracticable, inability to obtain 

consent, capacity of the individual to give consent.

b. A reasonably belief that the use or disclosure is necessary to lessen or prevent a serious threat to the life, 

health or safety of any individual or to public health and safety. Considerations – threat poses a 

significant danger, real likelihood of occurring, threat of harm/injury, not damage to finances or reputation.
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2. Church Data
b. Internal and External Access to Church Databases



■ Are you collecting data from a related body corporate?

■ The same principles contained within APP 6 apply to that collection. In other words, the church should ensure 
the information collected from its related body corporate is for the primary purpose in which the related body 
corporate collected the data.
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2. Church Data
b. Internal and External Access to Church Databases



■ For these purposes, an overseas recipient is a person or organisation which is not in Australia and is not an 
overseas office of the APP entity.

■ Under APP 8, before an entity discloses personal information about an individual to an overseas recipient, it 
must take such steps as are reasonable in the circumstances to ensure that the overseas recipient does not 
breach relevant Australian Privacy Principles in relation to the information.

■ Overseas recipients may include”
– ‘cloud-based’ servers located in foreign countries; or
– Churches or missions in foreign countries.
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2. Church Data
c. Overseas Databases



■ Two further circumstances allow for APP entities to disclose personal information to overseas recipients:

■ Exceptions might apply for the disclosure of personal information to overseas recipients:
– Examples include: required or authorised under international agreement, necessary for diplomatic or 

defence service purposes, locating a missing person, suspected unlawful activity or lessening or 
preventing serious loss of life.
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2. Church Data
c. Overseas Databases



■ Reasonable steps to ensure overseas compliance with the APP might involve entering into a contract which outlines:
– the types of personal information to be disclosed and the purpose of disclosure;
– a requirement that the overseas recipient complies with the APPs in relation to the collection, use, disclosure, storage 

and destruction or de-identification of personal information. This should also require the overseas recipient to enter a 
similar contractual arrangement with any third parties to whom it discloses the personal information (for example, a 
subcontractor);

– the complaint handling process for privacy complaints;
– a requirement that the recipient implement a data breach response plan which includes a mechanism for notifying 

the APP entity where there are reasonable grounds to suspect a data breach and outlines appropriate remedial action.

■ Under section 16C of the Privacy Act, 
– If the overseas recipient does an act, or engages in a practice, that would be a breach of the relevant Australian Privacy 

Principles, the act done, or the practice engaged in, is taken to have been done, or engaged in by the APP entity.

■ Accountability and enforceable contractual arrangements are key when dealing with overseas recipients.

■ Some Australian churches may have overseas ‘arms’ which are either related or closely connected to their operations. 
Related offices of APP entities should ensure open communication about the privacy expectations of overseas operations, 
perhaps through a Memorandum of Understanding between Australian and overseas counterparts.
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2. Church Data
c. Overseas Databases



■ Different state governments will have different requirements for the retention of sign-in records for contact-tracing purposes. These requirements have changed often. 

Current requirements are briefly summarised as follows:
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3. Retaining sign-in records and
other personal information

a.  COVID-19 Sign-in Records (as they currently are)

Jurisdiction Requirements Order / Effective from 

QLD A person who owns, controls or operates a place of worship which is not outdoors must make all reasonable efforts to
electronically collect contact information about all guests, patrons and staff at the time of entry by either requesting
each guest, patron and staff member use the Check In Qld app or registering each guest, patron and staff member
through the Business Profile mode of the Check In Qld app. If contact information cannot be collected via the Check in
Qld app, the person who owns, controls or operates the premises must use their best endeavours to transfer any non-
electronic information to electronic records within 24 hours.

Restrictions on Businesses, 
Activities and Undertakings 
Direction (No. 21) effective 
from 28 June 2021.

NSW A person is to provide the person’s contact details, for a person entering premises to attend a significant event at a place
of public worship or entering premises for a religious service, by electronically registering the person’s contact
details with Service NSW by means of a mobile phone or other device at the time the person enters the premises, or
directly to the occupier of the premises. If, for unexpected circumstances, a person cannot provide details
electronically, they must be provided to directly to the occupier of the premises who must record the details
electronically within 12 hours of receipt.

Public Health (COVID-19 
Gathering Restrictions) Order 
(No 2) 2021 – see clause 25 –
effective from 1 June 2021.

VIC A place of worship is included in the definition of a workplace under clause 76 of the Directions. A person who owns, 
operates or controls a place of worship must collect contact information about all persons in attendance using the 
Victorian Government QR Code system. Where this is not reasonably practicable, the person who owns, operate or 
controls the premises must use an alternative record-keeping method to comply with the records requirement.

Workplace Directions (No 34) 
– see clauses 6(6) to (8) –
effective from 24 June 2021.
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3. Retaining sign-in records and
other personal information

a.  COVID-19 Sign-in Records

Jurisdiction Requirements Order / Effective from 

SA A responsible person for places of religious or faith-based ceremonies must use every endeavour to
ensure that contact tracing information is collected via the State COVIDSafeCheckIn system from
persons entering the place. If, after all reasonable attempts, the information cannot be collected via the
COVIDSafeCheckIn system, the responsible person must otherwise make and retain contact tracing
records.

Emergency Management (Public 
Activities No 25) (COVID-19) 
Direction 2021 – schedule 3 –
effective from 28 June 2021.

TAS The owner or operator of a place of worship, religious gatherings, religious premises and other similar
premises must ensure that contact information is collected from all persons who enter the premises for
more than 15 minutes at a time. The information must be collected through the Check in TAS app. If
the information cannot be collected through the app, it must be collected in a format that must be
accessible by the Director of Public Health or his or her delegates.

Direction Under Section 16 
(Contact tracing – No. 5) 
effective from 14 May 2021.

WA A person who is apparently in charge of a place of worship must request each person entering a place 
of worship provide entry registration information either by electronic or written record or through 
the SafeWA app. If the entering person declines to provide information via the SafeWA app, the 
person in charge of a place of worship must allow information to be collected by written record.

Contact Register Directions 
(No 2) – clauses 7 – 9 –
effective from 21 June 2021.
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3. Retaining sign-in records and
other personal information

a.  COVID-19 Sign-in Records

Jurisdiction Requirements Order / Effective from 

NT The person in authority of a place of worship must ensure that the place, business, activity, service or
premises collects the contact information of members of the public who enter the premises and remain
for more than 15 minutes. This information may be collected by paper-based records or the
Territory Check In app.

COVID-19 Directions (No. 56) 
2020: Safety Measures for Places, 
Businesses, Activities, Services 
and Premises – see part 4 –
effective from 27 November 2020.

ACT A person who owns, controls or operates a place of worship must register to use the CBR app and
take all reasonable steps to ensure that people aged 16 or over who attend the premises for more than
15 minutes record their attendance via the app. If the CBR app is unavailable, the occupier must keep a
written record of the contact information of the person who has entered the premises.

Public Health (Restricted 
Activities – Gatherings, 
Business or Undertakings) 
Emergency Direction 2021 (No 
3) – effective from 9 April 
2021.
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3. Retaining sign-in records and
other personal information

a.  COVID-19 Sign-in Records

■Generally, for all states and territories, contact information must be securely maintained for a period of time 

and must be permanently destroyed after that time. The information can only be used for the purposes of 

contact tracing. In Queensland this is currently no less than 30 days, but was previously not less than 30 days but 

not more than 56 days.

■There are also requirements for places of worship to provide this contact information to relevant authorised 

health officers upon request.
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3. Retaining sign-in records and
other personal information

a.  COVID-19 Sign-in Records

■ It is important to keep up-to-date with health directions of your relevant jurisdiction to ensure that obligations are met surrounding the 

obtainment and retention of COVID-related contact tracing information.

■ Visit the below health department websites for the latest information:

– QLD: https://www.health.qld.gov.au/system-governance/legislation/cho-public-health-directions-under-expanded-public-health-act-

powers

– NSW: https://www.health.nsw.gov.au/Infectious/covid-19/Pages/public-health-orders.aspx

– VIC: https://www.dhhs.vic.gov.au/victorias-restriction-levels-covid-19

– SA: https://www.covid-19.sa.gov.au/emergency-declarations

– TAS: https://www.coronavirus.tas.gov.au/resources

– WA: https://www.wa.gov.au/government/document-collections/covid-19-coronavirus-business-and-community-activity

– NT: https://coronavirus.nt.gov.au/chief-health-officer-directions

– ACT: https://www.covid19.act.gov.au/act-status-and-response/act-public-health-directions

https://www.health.qld.gov.au/system-governance/legislation/cho-public-health-directions-under-expanded-public-health-act-powers
https://www.health.nsw.gov.au/Infectious/covid-19/Pages/public-health-orders.aspx
https://www.dhhs.vic.gov.au/victorias-restriction-levels-covid-19
https://www.covid-19.sa.gov.au/emergency-declarations
https://www.coronavirus.tas.gov.au/resources
https://www.wa.gov.au/government/document-collections/covid-19-coronavirus-business-and-community-activity
https://coronavirus.nt.gov.au/chief-health-officer-directions
https://www.covid19.act.gov.au/act-status-and-response/act-public-health-directions
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3. Retaining sign-in records and
other personal information

b. Personal information kept long-term 

■ Is the information needed for its notified use or disclosure? Under APP 11.2:
– If an APP entity holds personal information about an individual; and 

■ the entity no longer needs the information for any purpose for which the information may be used or disclosed; 

and

■ the information is not contained in a Commonwealth record; and

■ the entity is not required by or under an Australian law, or a court/tribunal order, to retain the information;

– the entity must take such steps as are reasonable in the circumstances to destroy the information or to ensure that the 

information is de-identified.

■ Is the information accurate, up-to-date and complete? Under APP 10 the entity is take reasonable steps to 

ensure that the quality of data collected is accurate, up-to-date and complete. 
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3. Retaining sign-in records and
other personal information

b. Personal information kept long-term 

Personal information retained by authorisation or requirement of Australian Law

■ An APP entity may retain information when it is required or authorised to do so under Australian law, APP

11.2.

■ Instances may include where:

– There is a reasonable suspicion that harm has been or is likely to be inflicted upon a child; and

– There is evidence retained that is required for judicial proceedings.
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3. Retaining sign-in records and
other personal information

b. Personal information kept long-term 

i. Suspicion of Child Abuse

■ There are mandatory reporting schemes for suspicions of child abuse for all jurisdictions across Australia.

Jurisdiction Legislation

QLD Child Protection Act 1999 (Qld) pt 1AA, ss 13E and
13F; Education (General Provisions) Act 2006 (Qld)
ss 364, 365, 365A, 366, 366A; from 5 July 2021,
Criminal Code sections 229BB and 229BC

NSW Children and Young Persons (Care and Protection)
Act 1998 (NSW) ss 23 and 27

VIC Children, Youth and Families Act 2005 (Vic) ss
182(1), 184 and 162(1)(c)-(d)

SA Children and Young People (Safety) Act 2017 (SA) ss
17, 18, 30 and 31

Jurisdiction Legislation

WA Children and Community Services Act 2004 (WA)
Sections 124A and 124B; Family Court Act 1997 (WA)
ss 5 and 160.

TAS Children, Young Persons and Their Families Act
1997 (Tas) ss 3, 4 and 14

NT Care and Protection of Children Act 2007 (NT) ss 15,
16 and 26

ACT Children and Young People Act 2008 (ACT) s 356



just redemptive outcomes ®

Schools & Education|Not for Profit & Charity|Commercial|Employment & Discrimination|Compensation Law|Family Law|Estate & Elder Law
This presentation is information only not legal advice|© Corney & Lind Lawyers Pty Ltd | Page 29

3. Retaining sign-in records and
other personal information

b. Personal information kept long-term 

i. Suspicion of Child Abuse

■ It is critical that any information pertaining to a suspicion of child abuse is maintained securely prior to and during any criminal or civil 

investigations.

■ It is best practice that all religious ministers, employees or other individuals who are reasonably suspicious of child abuse, record and retain 

(securely and confidentially) appropriate records, for example:

– A record of individuals (including children) involved;

– Notes of circumstances surrounding the suspected abuse;

– Recorded actions (if any) taken by responsible persons;

– File notes created by counsellors, psychologists or other ‘privy’ persons; and

– Any other details provided involving child abuse.
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3. Retaining sign-in records and
other personal information

b. Personal information kept long-term 

i. Suspicion of Child Abuse

■ Due to the serious implications of failing to report suspicions of child abuse, churches are recommended to securely and confidentially 

maintain any of the above records for an indefinite period.

■ Churches should ensure that they are fully cooperative in the investigation of suspected child abuse but separate themselves from the 

investigatory role. The role of anyone suspicious of child abuse should not be investigatory – this should be left up to the police or other 

authorities.
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3. Retaining sign-in records and
other personal information

b. Personal information kept long-term 

ii. Evidence for judicial proceedings

■ There is legislation which criminalises the destruction of evidence which may be used for legal proceedings before a court.

■ An example, for federal judicial proceedings, under section 39 of the Crimes Act 1914 (Cth):

– (1) A person commits an offence if:

■ (a) the person knows that a book, document or thing of any kind is, or may be, required in evidence in a judicial proceeding; and

■ (b) the person:

– (i) destroys the book, document or thing; or

– (ii) renders the book, document or thing illegible, undecipherable or incapable of identification; and

■ (c) the person does so with the intention of preventing the book, document or thing from being used in evidence…

■ Churches are encouraged to confidentially and securely maintain all records which they reasonably believe may be used as evidence before a 

court for a criminal or civil proceeding. Notwithstanding the obligations, it is beneficial for churches to retain all relevant documents or records 

which could be used to defend a legal claim.
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3. Retaining sign-in records and
other personal information

b. Personal information kept long-term 

Databases for long-term information retention

■ For all information which is required to be retained for long or indefinite periods (across multiple years) it is important to ensure that 
databases are capable of information retention and access by authorised persons.

■ APP 11.1 requires databases containing personal information must also be secure and protected from unauthorised use, interference, loss, 
access, modification or disclosure.

■ The Australian Cyber Security Centre recommends the following approaches to mitigate the risks of data breaches and protect personal 
information:

1. use multi-factor authentication for all remote access to business systems and for all users when they perform a privileged action or 
access an important (sensitive/high-availability) data repository

2. look out for unusual account activity or suspicious logins: this may help detect when a service such as email has been compromised 
and needs a password reset

3. keep operating systems, browsers and plugins up-to-date with patches and fixes
4. enable anti-virus protections to help guard against malware

■ Churches can protect physical records (like written notes) by securing them in a locked location such as a filing cabinet. Access to locked 
locations must be limited to authorised persons.
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4. Managing Data Storage 
Compliance

a. Compliance with APPs for all APP entities

■ Section 36 of the Privacy Act - a complaint to the OAIC of a church (an APP entity) may be made by an individual about an act or practice 
that may be an interference with the privacy of the individual.

■ If an APP entity breaches an APP in relation to personal information about the individual, they have committed an interference with the 
privacy of the individual: s 13

■ The OAIC shall investigate an act or practice which has been complained of and may be in interference, unless it determines an 
investigation is unwarranted given the circumstances or other circumstances arise where an investigation is not necessary: s 40, s 41 

■ If the OAIC determines that the complaint is substantiated, they may determine that the church has engaged in conduct constituting an 
interference with the privacy of the individual: s 52. This could mean:

– The APP entity must take specified steps to ensure conduct is not repeated or continued; or
– The APP entity must perform any reasonable act to redress any loss or damage suffered; or 
– The complainant is entitled to a specified amount by way of compensation for any loss or damage

■ Loss or damage could include injury to the feelings of or humiliation suffered by the complainant: s 52(1A)

■ If a APP entity repeatedly does an act, or engages in a practice, that is an interference with the privacy of one or more individuals, they 
may be liable for 2000 penalty units (currently, $444,000): s 13G.
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4. Case Study

■ In January 2021, the OAIC determined and declared that the federal Department of Home Affairs (DHA) had 
breached the privacy of 9,258 individual asylum seekers living in various detention centres.

■ The DHA is an ‘agency’ under section 6 of the Privacy Act and was bound to comply with the Australian 
Privacy Principles.

■ It had breached APPs 4 (safe storage of personal information) and 11 (disclosure of personal information) by 
inadvertently uploading a Microsoft Excel spreadsheet onto the Department’s website which disclosed the 
personal information of detainees.

■ The personal information included the names, locations, arrival details and reasons for detention of the 
individual asylum seekers. The sensitive information of some detainees was also disclosed.

■ It is estimated that the DHA will owe participating asylum seekers (collectively) millions in compensation, to 
be assessed on a case-by-case basis as to the degree of harm suffered by each individual.

'WP' and Secretary to the Department of Home Affairs
(Privacy) [2021] AICmr 2
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4. Managing Data Storage 
Compliance

■ APP entities are also required to implement a Privacy Policy (pursuant to APP 1.3 and 1.4) which states:
– the kinds of personal information the church collects and holds;
– how the church collects and holds personal information;
– the purposes for which the church collects, holds, uses and discloses personal information;
– how an individual may access personal information about the individual that is held by the church and seek the correction of such 

information;
– how an individual may complain about a breach of the Australian Privacy Principles, and how the church will deal with such a complaint;
– whether the church is likely to disclose personal information to overseas recipients;
– if the church is likely to disclose personal information to overseas recipients—the countries in which such recipients are likely to be located 

if it is practicable to specify those countries in the policy.

■ Further, under section 26WE of the Privacy Act, a notifiable data breach (referred to as an eligible data breach) occurs in either of the 
following two circumstances:

a. Compliance with APPs for all APP entities
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4. Managing Data Storage 
Compliance

■ It is important for APP entities to have adopted processes for when a notifiable data breach occurs.

■ In assessing the kinds of information which may, if used or disclosed, result in serious harm, regard must be had to the 
following: s 26WG of Privacy Act

– The kind or kinds of information
– The sensitivity of the information;
– Whether the information is protected by one or more security measures;
– If the information is protected by one or more security measures—the likelihood that any of those security measures 

could be overcome;
– The persons, or the kinds of persons, who have obtained, or who could obtain, the information;
– If either was used in relation to the information, whether security technology or methodology were circumvented 

and harm might; 
– The nature of the harm
– Any other relevant matters

a. Compliance with APPs for all APP entities
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4. Managing Data Storage 
Compliance

■ If an APP entity believes that a notifiable data breach occurs, they are required to notify the Office of the Australian Information 
Commissioner in writing within 30 days of the breach occurring: s 26WH(2)

■ The APP entity is also required to take reasonable steps to notify the affected individual or individuals to which the information relates or 
are at risk of serious harm from the breach: s 26WL(2)

– If it is impractical to notify these individuals, the APP entity must publish a notice on the its website and take reasonable steps to 
publicise the details provided to the OAIC in relation to the breach.

■ When notifying the OAIC of the breach, the APP entity must provide the following details:

– Their name and contact details;
– A description of the data breach
– The kinds of information involved (i.e.. personal, sensitive, health)
– Recommendations about the steps individuals should take in response to the data breach

■ Heavy penalties apply if the APP entity does not act pursuant to their requirements under the provisions of the Privacy Act, including large 
fines, investigation by the OAIC or court proceedings in the Federal Circuit Court: s 80W, s80U

a. Compliance with APPs for all APP entities
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4. Managing Data Storage 
Compliance

■ There is a legislated remedy for notifiable data breaches. Where, before the expiry of 30 days from when the 
notifiable data breach occurs: s 26WF

– the APP entity takes action in relation to the access or disclosure of the personal information involved; 
and

– the APP entity does so before the access or disclosure results in serious harm to any of the individuals to 
whom the information relates; and

– as a result of the action, a reasonable person would conclude that the access or disclosure would not be 
likely to result in serious harm to any of those individual.

■ the access or disclosure is not, and is taken never to have been an eligible data breach.

■ The APP entity is not required to take steps to notify the individual or individuals to which the breach of 
personal information resulting in serious harm would have otherwise occurred: s 26WF(2), s 26WF(5).

a. Compliance with APPs for all APP entities
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4. Managing Data Storage 
Compliance

■ For compliance with other obligations such as with mandatory reporting schemes or record retention requirements, churches 

are encouraged to adopt policies and practices which outline appropriate processes, and conduct training on those policies 

and procedures.

■ The following policies should be considered:

– Privacy Policy
■ This policy is intended to ensure the safety and integrity of personal and sensitive information.

■ Your church may wish to appoint a Privacy Officer, or give that role to your operations manager. 

– A Protection of Children and Vulnerable Adults Policy
■ This policy is intended to ensure the safety of children and vulnerable adults

■ The policy outlines how persons should respond to becoming aware or suspicious of child/vulnerable adult abuse, how 

precautions may be taken to prevent child/vulnerable adult abuse, designates persons (such as a Child Protection Officer) to be 

responsible for implementing child/vulnerable adult protective measures and dealing with mandatory reports.

b. Ensuring other liabilities are mitigated



just redemptive outcomes ®

Schools & Education|Not for Profit & Charity|Commercial|Employment & Discrimination|Compensation Law|Family Law|Estate & Elder Law
This presentation is information only not legal advice|© Corney & Lind Lawyers Pty Ltd | Page 40

4. Managing Data Storage 
Compliance

– Effective policies for the management of employee records

■ While employee records are exempt under the Privacy Act, a data breach involving employee’s records could result in harm 

(and, a Notifiable Data Breach).

– Financial and Company Governance Policies

■ The Accounts Team is a high-priority target for “bad actors”.

■ Person responsible: Your Financial Officer, or head of the accounts team. 

b. Ensuring other liabilities are mitigated
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5. Practical considerations for churches

■ Safety in the digital world

– Risk assessments?

– Anonymous or pseudonyms?

– Informed consents?

– Better financial and other controls needed?

■ Are there any international laws around privacy that may apply (GDPR)?

■ Self-audit

– When was the last time you updated your privacy policy, membership register, or parishioner contact information 

forms?

– When was the last time you trained your staff and volunteers on the importance of confidentiality?

– How does your privacy practices line up with your child safety, safe ministries and other duty of care obligations?

– Have you spoken with your I.T. consultant about cyber-security risks and training?
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just redemptive outcomes ®

Questions?
Contact

Name: James Tan
Position: Director
Email: james.tan@corneyandlind.com.au

(07) 3252 0011       www.corneyandlind.com.au
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