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Introduction
Corney & Lind Lawyers Pty Ltd
 Mid size law firm – 18 lawyers + 30 staff
 Our focus areas

Schools & Education
Not for Profit & Charity
Commercial
Employment & Discrimination
Personal Injury
Commercial & Construction Litigation
Migration & Visas
Family Law
Criminal & Traffic
Estate & Elder Law
Our lawyers travel to you if needed
Specialist lawyers committed to delivering “just redemptive outcomes®” with care and integrity
Based right next to the CBD opposite the RBWH transport hub
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Introduction
Australia’s new notifiable data breaches
scheme (NDB Scheme) commenced 22
February 2018, introducing mandatory
reporting for most (if not all) Schools to
notify individuals and the Information
Commission in relation to certain breaches.
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What’s covered?
1.
2.
3.
4.
5.
6.
7.

Outline of the NDB scheme and the risks it creates for schools.
What is a notifiable data breach?
What is the likely harm in the event of a notifiable data breach?
What is a School’s responsibilities relating to the Scheme?
How to develop a data breach response plan?
What are the penalties for failure to comply?
How to manage risks with third party providers to a School?

Schools & Education|Not for Profit & Charity|Commercial|Employment & Discrimination|Compensation Law|Family Law|Estate & Elder Law
This presentation is information only not legal advice|© Corney & Lind Lawyers Pty Ltd | Page 4

Privacy Protection in Australia
• The Privacy Act 1998 is the primary legislation
in Australia for the handling of information by
the Australian Government, the ACT and the
private sector
• It does not regulate the handling of personal
information by state governments – each
state is regulated separately – Information
Privacy Act 2009 (Qld)
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PRIVACY
• An interesting concept?
• The legislation avoids a definition
• Broadly, privacy is about the integrity of the
individual:
1.
2.
3.
4.
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Person
Personal Behaviour
Communications
Personal Data

Why privacy is important:
•
•
•
•
•

Philosophically
Psychologically
Sociologically
Economically
Politically

Clark R “What is Privacy?” (2006) ANU
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Privacy Protection
• ‘Personal information’ is defined as: “information of an opinion about an identified
individual, or an individual who is reasonably
identifiable:
a) Whether the information in the opinion is true or
not; and
b) Whether the information or opinion is recorded
in a material form or not.”
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Privacy Protection
• Also defined and afforded greater protections is
‘sensitive information’:
“racial or ethnic origin, political opinions, religious
beliefs, membership of an association, sexual
orientation, criminal record, health information,
genetic information or biometric information”

• credit information
• employee record’ information, and
• tax file number information
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1. Outline of NDB Scheme (and the
risks it creates for Schools)
•

Notifiable Date Breaches (NDB) scheme commences 22 Feb 2018

•

Applies to all who fall under Privacy Act, includes schools except state

•

Introduced an obligation to notify an individual whose personal information
is involved in a breach that is likely to result in ‘serious harm’. Included are
recommend response procedures and when to notify the AIC.

•

‘Serious harm’ is not defined

•

May occur through malicious action (external or internal), human error or a
failure in information handling or security systems
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1. Outline of the NDB Scheme (and
the risks it creates for Schools)
•

But what does all that mean?
Mother Eunice, head of secondary, decides to take home the school laptop
that contains all secondary school teacher’s employee files. There had
been a social event after school and Mother Eunice decides to catch an
uber home after having had two glasses of wine at this event. The laptop
that was not password protected was left in the back of the Uber and never
recovered. The school, who does have a data response plan in place,
identifies that breach cannot be rectified with remedial action notify the
relevant staff members and provided with an apology and the steps taken to
prevent reoccurrence. A statement is prepared to notify the Commissioner
and a copy is also provided to the staff members.
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1. Outline of the NDB Scheme (and
the risks it creates for Schools)
•

Real life examples
CBA lost the account records of
20 million customers in 2016. This
was before NDB scheme. CBA
decided there had not been a data
breach and did not inform affected
customers.
“An extraordinary blunder” Malcolm Turnbull
“Good rule or corporate governance not to keep client’s in the dark”
Christian Porter
“Utter bull#@!t” Greens Treasury Spokesperson Peter Whish-Wilson
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2. What is a notifiable data breach
(NDB)?
• An eligible data breach (which requires a NDB response) occurs
when:
o Personal information is lost or subjected to unauthorised access,
modification, use or disclosure
o This is likely to result in serious harm to one or more individuals
o The entity has not been able to prevent the likely risk of serious
harm with remedial action
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2. What is a NDB?
•

Step 1 – Contain the Breach to prevent further compromise if personal
information:
o Unauthorised access – access by someone who is not permitted to
have access
o Unauthorised disclosure – makes information available outside the
organisation
o Loss – accidental or inadvertent loss of information in circumstances
where it is likely to result in unauthorised access or disclosure.
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3. Likely harm & remedial action
• Step 2 – Assess likely harm
o Serious harm is not defined
o Would a reasonable person believe that the breach is
likely to result in serious harm to the individual?
o Factors taken into account: type of information
involved, circumstances of the breach and type of
harm that may result
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3. Likely harm & remedial action
• Step 2 continued– Remedial Action:
• The scheme provides an opportunity to address a
breach in a timely manner and avoid the need to notify
• If an organisation takes remedial action to the effect that
the date breach is not likely to cause serious harm then it
is no longer ‘an eligible data breach’ and notification is
not required
• Putting the toothpaste back into the tube
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4. What is a School’s responsibilities
relating to the Scheme?
• Step 3 – Notify individuals and the Commissioner if
mandatory reporting requirements have been triggered
• Step 4 – Review the incident and consider what actions
can be taken to prevent further breaches
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5. How to develop a robust data breach
response plan?
•

There is no “one size fits most” solution, but most School’s will already have
a Privacy Policy in Place which can be amended to include a response plan

•

Be as comprehensive as possible:
o Clear explanation of what constitutes a data breach
o An action plan that includes strategies for containing, assessing and
managing a data breaches
o Set out roles and responsibilities involved in managing breach
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5. How to develop a robust data breach
response plan?
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6. What are the penalties for failure to comply?
• Penalties for not notifying affected parties and the
OAIC of a notifiable breach include fines of $420,000
for individuals and $2.1 million for organisations.
• Note: organisations that repeatedly breach and don't
take steps to remedy issues and strengthen security
can be penalised even if they do notify as per the
obligations.
• The new laws are about improving standards.
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7. How to manage risks with third
party providers to a School?
• Consult a professional computer technician to ensure that
College software and security systems are up to date and as
resistant to Ransomware, or any other cyber attack, as
possible. This will demonstrate compliance with Privacy
Principle 11.1, which compels the College to take reasonable
steps to ensure the security of any private information held
by it.
• Consult with your insurer regarding the circumstances in
which loss arising from an unauthorised data access will be
covered by your policy.
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How Can We Help
• Development of response plans
• Review of Privacy Policies
• Responding to data breaches
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Contact
Name: Susie Donkin
Position: Lawyer
Email: susie.donkin@corneyandlind.com.au

Name: James Tan
Position: Senior Associate
Email: james.tan@corneyandlind.com.au

07 32520011

www.corneyandlind.com.au
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Next Webinar
FRIDAY

st
1

June 2018 @ 10:00am

School Arrangements with Related
Charitable Entities – Tips and Pitfalls
corneyandlind.com.au/webinar/school-law-series-schoolarrangements-related-charitable-entities-tips-pitfalls/

Tailored CPD
Presentation
delivered by a Senior School Lawyer

› 2 hour seminar at your school
› Includes Q&A

› Learn more about
› Child protection;
› Workplace Health and Safety obligations; or
› Managing enrolment contracts

from
$2,500 incl. GST

Enrolment
Contract
Review
› Is your contract clear and comprehensive?
› 4 step process
›
›
›
›

Initial consultation with a Senior Lawyer
Review Current Enrolment Contract
Draft New Enrolment Contract (or amend as required)
Post-drafting Consultation

FIXED FEE
Ask us for a quote

