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1 INTRODUCTION 

1.1 Social Media: It appears that most people in today’s society use social media in some form. 
Facebook is the predominant social media platform boasting statistic of 1.11 billion accounts in 
2013

1
. This is closely followed by platforms such as Instagram, Twitter, LinkedIn, and Google+.  

1.2 As the popularity of social media has grown over the past decade, all employers have been 
essentially forced to consider the impact of social media on their employees’ roles at work. This 
has necessitated measures from building social media restrictions into Employment Contracts to 
considering the impact that employee comments on social media will have on the company’s 
reputation.  Additionally, we are increasingly finding that disgruntled stakeholders and other 
individuals are using social media platforms (such as facebook, web-sites, you-tube, instagram) 
for the purposes of harassing and defaming both Colleges and individual staff members. 

1.3 This seminar will cover the limitations facing employers and the extent to which employers may 
regulate social media in relation to their employees’ employment, the extent to which employers 
may consider social media activity when making decisions about their employees’ employment, 
and steps that employers can take to limit their exposure.  It will also conclude by considering 
what steps employers can consider taking to protect employees from cyber bullying. 

2 THE GROWTH OF SOCIAL MEDIA 

2.1 It could be argued that as social media popularity has increased, so has the ability of employers 
to monitor the behavior of their employees. This arguably gives employers a greater sense of 
control over the lives of their employees.  Employers have more opportunities to scrutinize the 
behaviour of employees, both at the appointment stage (by checking their on-line profiles), and 
through the term of their employment.  

2.2 Such advances in technology have fundamentally altered the way that employees communicate, 
both in their spare time and in the workplace.  

2.3 A major question that has been asked is whether an employer can dismiss an employee for a 
comment made on social media. This is a point of contention as social media is an account that is 
private to the user, is generally used in employees’ personal time to express their personal 
opinions, and is not part of their work duties to maintain. 

2.4 There is a clear tension between an employee’s right to utilise social media to express their 
personal opinions in relation to any subject that they see fit, and the ability of the employer to 
dismiss an employee for employment-related outbursts on social media, or alternatively out-

                                                      
1
 http://www.statisticbrain.com/facebook-statistics/  

http://www.statisticbrain.com/facebook-statistics/
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bursts or comments that might bring the employer into disrepute.  This is particularly the case in 
the context of Christian schooling, where College’s rely heavily on their professional and religious 
reputation. 

2.5 Two court decisions in the last couple of years have directly addressed this point of tension and 
provide good guidelines for employers to determine the nature and severity of conduct on social 
media that will justify disciplinary action in the workplace, or even dismissal. 

2.6 Mr Damien O’Keefe v Williams Muir’s Pty Limited [2011] FWA 5311 

2.6.1 The employee in this case was Mr Damien O’Keefe. He was dismissed from 
employment for “serious misconduct”, being negative comments made on Facebook 
regarding his employer and a manager of his employer. 

2.6.2 The comment was a status posted on Mr O’Keefe’s Facebook page, complaining in 
derogatory terms about his employer paying him the wrong amount. This status was 
seen by eleven colleagues who were friends of Mr O’Keefe on Facebook. This 
comment was made outside of work hours. 

2.6.3 The employer did not have a social media policy in place at that time. They did have 
policies regarding communications between staff, sexual harassment and workplace 
bullying. It maintained that Mr O’Keefe had breached all of these when posting that 
Facebook status. The employer dismissed Mr O’Keefe on the basis of the serious 
misconduct of the breach of those workplace policies. 

2.6.4 Fair Work Australia held that the status posted by Mr O’Keefe was a direct threat 
towards another employee. They notably commented that it made no difference 
whether Mr O’Keefe posted this status during work hours or out of work hours, on his 
home computer or on a work computer. What was material was that the status was 
read by his colleagues. Fair Work Australia further commented that the difference 
between home and work is becoming less distinguishable. They found that the 
termination of Mr O’Keefe’s employment was reasonable in the circumstances. 

2.7 Linfox Australia Pty Ltd v Glen Stutsel [2012] FWAFB 70971 

2.7.1 However, a decision involving Linfox concluded that a dismissal had been unfair.  
Glen Stutsel was dismissed for serious misconduct being derogatory comments made 
on Facebook about two of his managers. 

2.7.2 Linfox claimed that the comments made on Facebook were sexually and racially 
discriminatory – being a serious breach of their equal opportunity and diversity policy. 
They dismissed Mr Stutsel on the basis of the serious misconduct of the breach of 
this policy. 

2.7.3 Mr Stutsel was employed by Linfox as a truck driver. He claimed to have a very 
limited understanding of social media, that he did not know that other people could 
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view his Facebook page, and that he did not know that he was able to delete 
comments made by others. 

2.7.4 In the original decision, the Commissioner held that Mr Stutsel has been unfairly 
dismissed. 

2.7.5 In the subsequent decision on appeal, the Full Bench held that Mr Stutsel’s comments 
did not amount to a credible threat to his two managers. While his conduct was 
inappropriate, there was a range of other factors rendering the termination of his 
employment to be unfair. These notably included: 

a The employee’s long-standing and satisfactory employment with Linfox; 

b The circumstances in relation to publication of the inappropriate comments 
(including the fact that the employee thought that his Facebook page as set on 
the maximum privacy settings); 

c The conduct occurred outside of the workplace and outside of work hours; 

d Some of the statements were not made by the employee, but by others 
contributing to the ‘conversation’; 

e Linfox did not take action against other employees who took part in that 
conversation; 

f Linfox did not have a social media policy. 

2.7.6 They also noted that a large contributory factor in their finding that the dismissal was 
not reasonable in the circumstances was the employee’s limited understanding of 
Facebook. As social media increases in popularity, this factor will be given less weight 
in similar proceedings. 

2.8 However despite these two cases, other 2013 cases of the Fair Work Commission and the 
Federal Circuit Court appear to be gradually moving away from putting weight on an employee’s 
lack of understanding of social media.  Employees are now less likely to succeed in a claim 
based upon the premise of ignorance of social media and its implications. 

2.9 Based on the above case law, it can be concluded that the growth of social media has not 
enhanced the ability of employers to control the lives of their employees per se.  

2.10 The reason for this is that employers cannot have regard to any social media conduct of 
employees that is not related to their work. This provides somewhat of a protection for 
employees, and protects their privacy rights to an extent. It has, however, enhanced the ability of 
employers to hold their employees accountable for work-related conduct outside of work 
premises and outside of work hours. This protects the rights of employers and the goodwill of 
their business, as employers should be able to expect that an employee will not purposefully 
tarnish their reputation. 
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3 CONNECTION BETWEEN WORK AND SOCIAL MEDIA CONDUCT 

3.1 Prior to terminating an employee on the basis of social media conduct, an employer must 
establish an evidentiary connection between the conduct and the person’s employment. 

3.2 This will be a process of gathering evidence, such as records of the prohibited content posted on 
social media. We note that the gathering of evidence from an employee’s computer or smart 
phone, whether company issued or privately owned, will be subject to strict rules, discussed later 
in this webinar. 

3.3 An employer must be careful not to breach an employee’s right to privacy of their personal or 
sensitive information when gathering such evidence. All information must be collected lawfully. 

3.4 As social media continues to blur the lines between work and private life, what constitutes work 
activities as opposed to out-of-hours conduct becomes more difficult to decipher. Whilst not a 
“social media” decision, in the case of Lee v Smith [2007] FMCA 59, Lee was sexually assaulted 
by a colleague, after a dinner party function.  The Department of Defence (as employer) was held 
to be vicariously liable, as the function was held to be connected to Lee’s employment, because 
the dinner party would not have occurred if not for the connection to the employment, and due to 
the treatment by other employees of Lee after the investigation which resulted in the transfer of 
Smith. 

4 THE LINE BETWEEN PUBLIC AND PRIVATE LIFE 

4.1 As stated above, employers have to be careful in respecting employees’ rights to privacy when 
making decisions about their employment. 

4.2 Employees derive their right to privacy from the Privacy Act 1988 (Cth). The Australian Privacy 
Principles require that APP entities (most businesses) manage personal information in an open 
and transparent way. Personal information, which includes sensitive information, include an 
employee’s name, dates of birth, address, medical information, sexual orientation, political 
preferences, union membership etc. For a more detailed explanation of the Privacy Act and the 
impact of the APP’s on individuals, see Nina Brewer’s webinar on the Privacy Act. 

4.3 The APP’s exempt what are known as “employee records” from protection under the Privacy Act, 
and many business will hold employee information as employee records.  

4.4 Employee records are defined as follows: 

a record of personal information relating to the employment of the employee. Examples 
of personal information relating to the employment of the employee are health information about 
the employee and personal information about all or any of the following: 

- the engagement, training, disciplining or resignation of the employee; 
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- the termination of the employment of the employee;  

- the terms and conditions of employment of the employee;  

- the employee's personal and emergency contact details; 

- the employee's performance or conduct;  

- the employee's hours of employment;  

- the employee's salary or wages;  

- the employee's membership of a professional or trade association;  

- the employee's trade union membership;  

- the employee's recreation, long service, sick, personal, maternity, paternity or other leave;  

- the employee's taxation, banking or superannuation affairs. 

4.5 However, the concept of an “employee record” is not intended to extend to what an employee 
may publish on social media about themselves or others.  As such this type of personal 
information will be subject to the requirements of the Privacy Act. It is likely that employees will 
have information pertaining to these matters on their Facebook profiles, on their smart phones 
and on their laptops. 

4.6 APP 3 states that an entity must not collect personal information unless the information is 
reasonably necessary for, or directly related to, the entity’s functions or activities. Where it is 
being collected for disciplinary purposes, this would be satisfied. 

4.7 However, organisations generally cannot collect sensitive information (i.e. information relating to 
a person’s sexuality, political beliefs or medical information) about an individual unless the 
individual consents to the collection (there are limited exemptions to this, but these are not 
directly relevant in this context).   

4.8 The requirement for consent regarding sensitive information does present a difficulty where an 
employee publishes sensitive information about themselves via social media (i.e. the employee 
publishes information about their sexual activity or preference).  If the publishing is broadly done, 
you could then argue that the employee has consented to the employer collecting the information 
(by reason of their action).  However, if it is published to a narrow group (which does not include 
any person in management, for example), then it would be difficult to argue that the employee 
has consented to the employer collecting that sensitive information.  This could leave the 
employer vulnerable to a privacy complaint (although such a complaint is quite distinct to any 
proceedings for unfair dismissal). 

4.9 Therefore, any sensitive information gathered by the employer from a social media platform in 
relation to an employee (such as derogatory comments made by one employee about a 
manager’s or another employee’s sexual orientation) must be treated in accordance with the 
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Privacy Act. Generally, this will mean that the employer can only use that information collected for 
the purpose of disciplinary action of the infringing employee, and care will need to be taken where 
the information is “sensitive information”. 

5 TERMINATION OF EMPLOYMENT 

5.1 To be blunt, case law suggests that employers can consider the activity of their employees on 
social media when making decisions regarding their employment. As stated above, we are of the 
view that this consideration, can only extend to conduct and comments made which have an 
appropriate relationship to their employment.  

5.2 It should not, for example, extend to an employer’s opinion of the clothing or sexual morality of 
one of their employees based upon an employee’s Facebook photos or statuses posted, unless 
that is a genuine occupational requirement. 

5.3 Provided that an employer considers certain elements when deciding to terminate an employee’s 
employment and does so on a reasonable basis, it is likely that such termination will be found to 
be reasonable (and obviously following an appropriate investigation and natural justice process 
being afforded to the employee). We do note that this area of law has not been determined by an 
absolute legislation articulating the exact boundaries to which an employer must confirm. At the 
moment, employers may only draw inferences as to what they should consider from the case law 
in this area. 

5.4 That said, employers should also be mindful of the following considerations when deciding 
whether: 

5.4.1 a serious breach of a social media policy will generally constitute a valid reason for 
termination (depending on factors such as the nature of the content and the breadth 
of its publication), 

5.4.2 the ‘fairness’ of a proposed termination for a policy breach needs to be assessed 
against a range of relevant factors (including the employee’s length of service, 
disciplinary/work history, age and employment prospects, the particular 
circumstances of the breach and the employer’s treatment of other similar cases), and 

5.4.3 courts and tribunals are increasingly willing to hold employees accountable for social 
media misuse (and hence employers may choose not to shy away from robust 
disciplinary responses in appropriate cases)

2
. 

Employer information stored on IT owned or possessed by the Employee 

                                                      
2
 http://www.herbertsmithfreehills.com/insights/legal-briefings/misusing-social-media-where-can-

employers-draw-the-line 
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5.5 An issue that can be of concern to employers revolves around the increasing use of smart 
phones and tablets in the workforce.  With the increasing prevalence of these devices (which may 
be owned by the employee), and the use of these for work purposes, it is inevitable that company 
information will become stored on the device (for example, simply through email correspondence.  
In a termination of employment, it is easy to overlook these devices, and the employee can leave 
with highly confidential information.  They could then use this information to harm the company. 

5.6 If an employer terminates an employee, the employer will naturally want all company data stored 
on an employee’s smart phone returned to the company and for the former employee to have no 
further access to that information. 

5.7 The employee may be subject to a clause in their employment contract requiring the return of all 
company property, including intellectual property and company records. We have assisted many 
employers who hold a belief that an employee has not returned all company property, such as 
client records and number and company secrets. This could be a potential breach of a restraint of 
trade or breach of contract, for which an employer may seek a remedy. 

5.8 The main question is: What are the boundaries of where an employer may search to retrieve 
company information? Can they search an employee’s laptop, their smart phone owned 
personally or provided by the company? Employers must balance these inspections with respect 
to an employee’s right to privacy. While the Privacy Act 1988 (Cth) protections do not extend to 
employee records, employees may hold personal or sensitive information on their smart phone or 
laptop which does not satisfy the definition of being an “employee record”. 

5.9 The main question that we have found to be asked by employers in a termination scenario is who 
owns the data on the smart phone? This is important, as smart phones have the ability to store 
detailed information, in some cases similar to the capacity of a desktop computer or laptop. It is 
best addressed up-front, so all parties are clear in the event of termination. This is especially 
important to consider when the device is a employee-owned smart phone storing company 
information. 

5.10 The first step is always to look at an employee’s employment contract and to company policies, to 
see whether there are governing provisions in relation to smart phone or computer use. 

5.11 However, in the case of employment termination in the absence of such a policy or employment 
contract provision, the employer must look to common law to seek a remedy. They will need to 
prove that: 

5.11.1 The employee is in possession of confidential information of the company; and 

5.11.2 That the former employee is at risk of breaching the duty of confidentiality to the 
employer. 

5.12 It is far better to address these issues early in the employment relationship, both in the 
employment contract and a smart phone policy. When having this policy drafted, it should cover: 

5.12.1 Security of data; 
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5.12.2 Access to data; 

5.12.3 Provisions addressing smart phone misuse (particularly when owned by the 
employer); 

5.12.4 Privacy; 

5.12.5 Responsibility for costs incurred; and 

5.12.6 What happens with information upon cessation of employment. 

5.13 Employers who permit use of smart phones, both personal and business-issued, will require 
access to the company data stored on those smart phones from time to time. A policy should also 
seek employee consent for the employer to have lawful and reasonable access to data stored on 
a business-issued smart phone and state the consequences if the employee fails to provide this 
consent.  In the case of personal smart phones, an employer would be able to demand access to 
their data if the smart phone actually had work-related applications and data on it, though not if it 
were purely a personal smart phone. 

6 CYBER-BULLYING IN THE WORKPLACE 

6.1 Another major issue that has arisen concurrently with the rise in social media popularity is cyber-
bullying in the workplace. It has provided a new platform for bullies, who are able to hide behind 
the veil of social media and not bully their victim face-to-face. This can be potentially fatal, and 
indeed has proven to be so in the past. The misuse of social media can have very negative effect 
on employees, both from a personal psychiatric perspective and a legal privacy perspective. 

6.2 Recent research shows that up to one in ten employees have found themselves the subject of 
unwanted sexual advances by colleagues over social media. 

6.3 Workplace cyber-bullying is as present and as serious as general workplace bullying, and should 
be treated in the same manner by employers.  

6.4 Cyber-bullying can include sending rude or defamatory comments to colleagues privately using 
social media platforms, posting negative comments publicly about an individual on a social media 
site,  or criticizing a colleague behind their back via social media.  

6.5 Cyber-bulling within the workplace can be addressed via implemented policies, setting out 
company standards prior to an employee commencing employment. This will then provide an 
enforceable basis on which and employer may rely. 

6.6 In drafting such a policy, employers should consider the following: 

6.6.1 Evaluate the extent to which employees are in contact via social media. 

6.6.2 Include in the policy:  
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a a definition of bullying and cyber bullying, and include examples of conduct that 
may constitute cyber-bullying 

b examples of websites considered to be social media sites 

c what is considered appropriate and acceptable behaviour 

d what is considered prohibited conduct such as harassment, discrimination, 
professional misconduct or conduct which is otherwise damaging to the 
business’ reputation. 

6.6.3 Develop a reporting and investigation process for bullying and cyber-bullying. 

6.6.4 Set out the consequences for engaging in bullying or cyber-bullying behaviour. 

6.7 We acknowledge, however, that in an age of growing social media popularity, employers may be 
relying on older policies which do not contemplate cyber bullying. Businesses must therefore 
revert to the basic principles underlying workplace bullying. Workplace bullying is defined as 
'repeated' and 'unreasonable behaviour' directed towards a worker or a group of workers that 
creates a risk to health and safety. 

6.8 Businesses have a duty of care to provide a safe working environment for their employees. They 
therefore have a duty to prevent the risk that bullying may present to individuals. The case law 
has been well established that employers are vicariously liable for bullying by their employees 
because it constitutes a breach of the duty to provide employees with a safe system of work. 
Where the employer is aware of the bullying and fails to take reasonable steps to prevent it, they 
may also be liable at a criminal level. 

6.9 Although cyber-bullying occurs outside the workplace, the courts are more willing to broadly 
interpret the connection with employment if the cyber-bullying can be shown to be incidental to 
the victim’s work or impact on their health, safety and welfare in the workplace. Liability will then 
rest with the employer to prevent foreseeable harm arising from such posts. 

6.10 New anti-bullying jurisdiction in FWC covers workers bullied via social media. 

6.11 Also becoming increasing prevalent is cyber-bullying of employees (and particularly senior 
employees) by stakeholders and other disgruntled persons.  

6.12 For example, we have observed cyber bullying by a former spouse of an employee (which is 
directed against the employee, and brings the employer into the fray).  It is not uncommon for 
such persons to publish the material to a broad community, including other staff members.  Whilst 
this type of cyber-bullying is clearly not “work-related”, it still undoubtedly has a negative effect on 
the work-place, through the impact it has on the affected employee, and other individuals 
receiving the content. 

6.13 In such an instance, the employer may want to provide support to the employee concerned, whilst 
also seeking to be not drawn into the dispute.  The employee may have a variety of legal options 
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open to them, including seeking domestic violence orders from the Magistrates Court (cyber-
bullying is a form of domestic violence), or making complaints to the police of stalking or using a 
telecommunications service to menace or harass. 

6.14 Of more concern is where an employee is directly targeted by a stakeholder because of their 
employment with the employer.  In such an instance, the employer has a duty to provide a safe 
working environment to their employees, and must take appropriate steps to address the bullying 
behaviour and protect the well-being of the employee. 

6.15 Again, this may include: 

6.15.1 Taking steps to exclude the cyber-bully from the College community; 

6.15.2 Making complaints to the police (again, stalking, use of a telecommunications service 
to menace or harass); 

6.15.3 Where the content is defamatory, seeking an order to restrain any further publication; 
or 

6.15.4 Seeking a Peace and Good Behaviour Order (where violence has been threatened). 

6.16 Recently, Courts have demonstrated a willingness to punish persons for their on-line behaviour.  
For example, in a decision involving a school and parent, where the parent had breached Court 
orders regarding non-publication by publishing defamatory material about staff and students, the 
Supreme Court of Queensland ordered that the parent be sentenced to 12 months imprisonment 
(for contempt of Court), to be suspended for a period of 3 years. 

6.17 This decision indicates that, in extreme cases, employers can take action to protect their 
employees, and courts will act appropriately where necessary. 

7 STEPS EMPLOYERS CAN TAKE 

7.1 The main steps that employers should be taking is implementing policies in relation to contentious 
issues to communicate clearly to employees the expectations that employers have of them. 

7.2 This will include IT Policies, smart phone policies and social media policies. 

7.3 A social media policy is very important. Whilst each incident of social media misuse turns on its 
own facts, employers with comprehensive, well-communicated and up-to-date social media 
policies are best positioned to hold employees accountable for their actions and defend legal 
claims such as unfair dismissals. 

7.4 When considering disciplinary actions: 

7.4.1 Purposefully afford generous procedural fairness when investigating issues involving 
social media misconduct; 
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7.4.2 Consider the content and context of comments or statuses; 

7.4.3 Consider the nature and availability of those comments or statuses to the public; 

7.4.4 Take into account the employee’s individual circumstances, such as prior satisfactory 
performance and long-standing employment with the company. 

7.5 Take appropriate steps to protect employees in the workplace, having regard to your duty of care 
obligations. 

 

This concludes my presentation and I will be happy to take questions. 


